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Christmas / New year break informations 2022 / 2023
Last meeting Buderim 9 December 2022
First meeting Buderim 13 January 2023 at GOODLIFE - 100 Buderim Pines Drv.
Buderim - Time 12.15 pm
Last meeting Caloundra 10 December 2022
First meeting Caloundra 14 January 2023

Christmas break 10 Dec. 22 - Caloundra
A break up morning tea will be held at Caloundra please sign the
list if you wish to attend.
Buderim Meeting Friday 9.12. 2022
Meeting Place - 2 - 10 Gloucester Road, Buderim Time - 12.45 pm to 3.15 pm
Admission - $5.

iPad Group - Barrie Stewart

Discussion on iPad functions. (iPads and iPhones are similar so if you only have an
iPhone you are welcome and most likely be able to be helped within the group.
Limited help with basic Apple Mac computers..

Use Windows’ File History to Back Up Your Data
File History is Windows 10’s main backup tool, originally introduced in Windows 8. Despite
the name, File History isn’t just a way to restore previous versions of files–it’s a fullyfeatured backup tool.
After you set up File History, you can just connect an external drive to your computer and
Windows will automatically back up your files to it. Leave it connected and Windows will
back up automatically on a schedule.
File History is designed to be quick and easy to enable, unlike other complex backup tools.
To enable it, first connect an external hard drive to your computer. Next, open the Settings
app from your Start menu. Navigate to Update & Security > Backup.
Click or tap the “Add a drive” option under Back up using File History to add an external
drive that File History will back up to. It’ll list external drives and give you the option to back
up to them.
You could also use the Control Panel for this, but we’ll be covering the new Settings
interface here. If you’d like to use the Control Panel instead (for example, if you’re still on
Windows 8), open the Control Panel and navigate to System and Security > File History.
Select a drive, and Windows will use it for File History. The “Automatically back up my
files” option will appear and be automatically turned on. Windows will automatically back
up your files to the drive whenever you connect it to your computer.
Select “More options” to configure how often File History backs up, how long it keeps
those backup copies, and–most importantly–which files it backs up.
File History automatically backs up your files every hour by default, but you can select a
different time here. You can choose once every 10 minutes, 15 minutes, 20 minutes, 30
minutes, 1 hour, 3 hours, 6 hours, 12 hours, or once per day.
It will normally keep your backups forever, but you can have it delete them when they
become one month, 3 months, 6 months, 9 months, 1 year, or 2 years old. You can also
have File History automatically delete backups as necessary to make space on your File
History drive.
By default, File History will be set to back up back up important folders in your user
account’s home folder. This includes the Desktop, Documents, Downloads, Music,
Pictures, Videos folders. It also includes the Roaming folder where many programs store
application data, your OneDrive folder, and other folders.
You can check the full list of folders in this window, and add more folders. Select “Add a
folder” and you’ll be able to choose any folder on your computer to back up. You can also
select a folder here and use the “Remove” button to prevent Windows from backing it up.

You’ll also find an “Exclude these folders” section that allows you to exclude specific
subfolders from being backed up. For example, you could have Windows automatically
back up every folder in your Documents folder, but ignore one particular folder. In Windows
8, you’ll find this on the left-hand side of the File History window.
To start backing up to a different drive, use the “Stop using drive” button. This allows you to
stop backing up to your current drive and start backing up to a new one. The backups
won’t be deleted, but Windows can only be configured to back up to one drive at once.

Restore Files from Your Backup
To restore files from your external drive, open the Settings app, select “Update & security,”
select “Backup,” select “More options,” scroll down to the bottom of the window, and select
“Restore files from a current backup.”
You can also open the Control Panel, select “System and Security,” select “File History,”
and click “Restore personal files.”
(If you have File History backups you created on another computer, just set up File History
on the new computer and select the drive containing your old File History backups. They’ll
then appear in the Restore Files interface so you can restore files, just as you could if the
backup was created on the current computer.)
This interface will allow you to view your backups and restore files. Browse the available
files and select one or more files or folders. You can preview them by right-clicking them or
select them and click the green button to restore them to your computer.
To choose a time period, click the arrow buttons or the panes at the side of the window.
You’ll also be informed how many different backup time periods are available. For
example, in the screenshot below, the “2 of 3” at the top of the window indicates there are
three available backups, and we’re viewing the second one. There’s one older
backup available, as well as one newer one.

How to Restore Files From Within File Explorer
You can also quickly restore a previous version of a file from File Explorer. Open File
Explorer, right-click the file you want to revert, and click “Restore previous versions.” You
can also click “Properties” and then select the “Previous Versions” tab.
Any available previous versions of the file from File History will be available here. You can
preview them, restore one to its original location, or restore a previous version to a
different location on your computer.
You can also view previous versions and deleted files that were in a specific folder. To do
this, navigate to the folder in File Explorer, click the “Home” tab on the ribbon bar at the top
of the window, and click “History.”
You’ll be presented with a list of files you can restore that were once in the folder. This is
the same interface you’d use when restoring files normally, but File Explorer allows you to
start from within a specific folder to speed things up.

File History is a very simple and useful backup option, and for it’s completely free.
Windows 10 also allows you to create a system image backup if you want a full backup
copy of your operating system state. This isn’t the ideal solution for backing up your files–
even if you make system image backups, you should be creating more frequent backups
of your important files with File History

Tutorial Room Bill Maxwell
Q&A
.

Caloundra Meeting - Sat 10.12. 2022
Meeting Place - Community Hall, 87 Queen Street, Caloundra
Admission - $5
Time - 9.00 am to 11.45 am (Please note change in finishing time)
Tutorial Les Thomas Ron Wright - Android Phones
Hands on Help - Windows, Linux and Apple Mac.
The Winner of a Mastercard Gift Voucher for $200 on 5 Nov. 2022 raffle draw was
Lyn Aston ticket No 41 Congratulations!!
The current Club raffle will be drawn at the Caloundra Meeting on Saturday 10 Dec.
2022
The prize is a Mastercard Gift Voucher for two hundred dollars. Tickets are $1.
If your membership lapsed while no meetings were being held you are welcome back
and any membership renewed now will date from the date the renewal payment is
paid.
Please wear your Name Tag.
If you feel you have fallen for a scam, contact IDCARE, a free government-funded service which
will work with you to develop a specific response plan to your situation, and support you through
the process. https://www.idcare.org/
When it comes to protecting yourself against credit card skimmers, an ounce of caution is worth a
pound of cure.
1. What can you do to avoid malicious downloads Before you click on that link, check it with Virus
Total. https://www.virustotal.com/gui/home/upload.
A free service to check links and files for Malicious Software.
2. Phishing Emails: In a phishing scam, the attacker will send their target a message claiming to be
an official, trusted party.
This kind of urgent communication works well in pressuring the recipient to comply with the
senders request.
3. Remote Desktop Protocol. Simple: Don’t allow Remote Connections.
4. Flash Drives. Don’t allow strange Flash Drives to be used on your PC.

This phishing attack uses a countdown clock to panic you

My day started rough.
It was 7 a.m., and I was just partially through my first cup of coffee, when I noticed a new
message in my email inbox.
It was from PayPal and the subject line said, "You've got a money request."
And so began my first look at this three-pronged PayPal phishing scam.
There's nobody I know who would ask me for money through PayPal and reasonably
expect to get it, especially without telling me ahead of time that they were invoicing me for
something. I started to investigate the money request in my Gmail box.
In Gmail, you can right-click on the message sender before opening the message, in order
to see the full email address.

The message was from PayPal, so I felt safe enough opening it. Once inside the
message, I again looked at the sender, and it was still PayPal. The body of the
message claimed to be from one Susan Bowman.
The mistaken "fraudulently" instead of "fraudulent" is one sign there. But the sentence that
caught my attention was "You will be charged $699. 99 today." Interestingly, there was a
space between the period after $699 and the 99. Odd punctuation and spelling are often
indicators of a scam message.
Another part of the message said, "Please call us as soon as possible at toll free number
[REDACTED]. to cancel and claim a refund." There was a period after the phone number,
right in the middle of the sentence. Another important thing to note was that the idea of the
message was to get me to call a number that I was supposed to think was PayPal, to stop
the $699.99 from being sent out. Urgency is another common element of phishing scams.
The bottom of the message had a Pay Now button, and a PayPal transaction ID. I do a lot
of coding using the PayPal API. It did, indeed, look like what a PayPal transaction ID
normally looks like. As it turns out, it was an actual transaction ID that had been created in
the actual PayPal system. More about that in a minute.
Rather than do anything with the message itself, I went to PayPal directly. I pointed my
browser to PayPal.com and, after verifying my identity with two-factor authentication,
logged in.

I scrolled down on the page, and there was, in fact, recent activity from Susan Bowman.
The screenshot below shows the transaction as canceled, but when I first logged in, the
activity item was listed as pending.

I clicked on the Help button at the top of the screen and scrolled down until I found
the Contact Us option. I clicked on that, and after the usual hoop jumping, found
myself talking to an agent in the company's fraud operation.
I explained the situation. The agent knew exactly what I was calling about, and
assured me that no money had been sent out. I was also guided through how to
cancel this transaction.
Also: This phishing scam starts with a fake invoice
If you click into a requested money transaction, there are two buttons that you can choose
from. One is Send Money and the other is Cancel. Unfortunately, I didn't capture a
screenshot before I canceled. I was much more focused (remember, I was still on my first
cuppa coffee) on canceling the transaction.
I clicked the Cancel button and the transaction was terminated. No money was lost. Then,
I had a little chat with the PayPal agent and learned some things…

This was a three-pronged fraud attempt, in that the attackers had three different
ways to win.
As I suspected, and the agent confirmed, I was probably not personally targeted. Instead,
my email address was one of thousands thrown against the wall to see what would stick.
While the email address used for this account wasn't one of my most actively used
accounts, my email addresses have been all over the Internet for decades, so they're
undoubtedly available to attackers.

How to protect yourself
My biggest piece of advice is simple: Pay attention. Don't go through your day just
mindlessly clicking to get through your email. Be present and notice things.
Next, follow my advice about protecting yourself from credit card fraud and check your
bank accounts and credit cards every week. Keep an active eye on your finances and
you'll be able to spot fraud attempts before it becomes too late to fix them.

As for PayPal, understand that PayPal will never send payment without your explicit
OK. The one exception to this is if you sign up for a subscription or a recurring
donation. But even then, PayPal won't begin the process of sending money unless
you have explicitly approved it.
Don't click on links in suspicious email messages. Don't call numbers that you can't verify
independently. Make sure your accounts all have two-factor authentication.
Always update your operating system and browser when prompted. That will help prevent
zero-day attacks from taking hold of your machine.
And, finally, back up your devices. Follow my advice and institute a 3-2-1 backup strategy.
That way, if you are hit by malware or some other attack, you can recover more quickly.

For sale
: (All these items are available for inspection at the Caloundra venue.)
Computer desks on wheels with solid metal frame and keyboard drawer
Green outdoor plastic table, will seat six
Network Cables, for sale at a dollar a metre. Lengths vary from 1 metre to 15 metres.
Fifty metres sold lots still available.
Powered Subwoofer With 8" Cone, $25
Help with Computers

Andrew Hadland Diploma ICT
Phone - 0403 308 528 or 5491 8645
Help with all aspects of Computer Functions
• Tuition – Emails – Scanning – Video Editing
• Burning CD's / DVD's – Backups
• Protection Anti Virus – Spy ware – Firewall
• Internet – ADSL Setup Computer Repairs
New Systems
Disclaimer: Although articles in this newsletter are checked for content, no warranty can be given
for any loss resulting from the use of material in the newsletter.
Articles and advertisements are printed in good faith and views and opinions are not necessarily
those held by SCCC Inc.
George

